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TOWARDS A GDPR REVISION:  

A MATTER OF QUALITY OR JUST A FORMALITY? 

by Chiara Spiniello 

 

ABSTRACT: The paper examines the proposal to revise the General Data Protection Regulation 

(GDPR), presented by the European Commission on 21 May 2025 as part of the ‘Omnibus IV’ 

simplification package. After reconstructing the legislative process and outlining the proposed 

amendments to Articles 30(5), 40(1) and 42(1) GDPR, the study critically analyses the reform’s impact 

on the balance between the simplification of compliance obligations and the effective protection of 

fundamental rights, also considering the comparison with the United Kingdom’s Data Use and Access 

Act 2025. The author concludes that the revision represents a matter of quality rather than mere 

formality, as it affects the principles of proportionality and accountability, and calls for the evolution of 

the European model towards an intelligent compliance framework capable of reconciling 

competitiveness, innovation and data protection. 

 

SUMMARY: 1. Introduction - 2. GDPR, a Pillar with Unstable Foundations - 2.1 Recent Attempts at 

Revision: from the ‘Omnibus IV’ Reform Package… - 2.2 … to the Proposal for a Regulation Laying 

down Additional Procedural Rules for the Enforcement of the GDPR - 3. The ‘Twin Reform’: the UK 

Data Use and Access Act 2025 - 4. Opportunities and Challenges of the Proposed GDPR Reform - 5. 

Concluding Remarks 

 

1 Introduction 

Since its entry into force in May 2018, the General Data Protection 

Regulation (GDPR)1 has become the symbol of the pioneering role of the European 

Union (EU) in the protection of digital rights and personal data. However, in the nearly 

ten years since its adoption in 2016, the Regulation has been the subject of frequent 

criticism for the complex procedural provisions it contains, alleged to have imposed 

excessive administrative burdens on undertakings on small and medium-sized 

enterprises (SMEs). 

In an attempt to remedy these shortcomings, on 21 May 2025 the European 

Commission – in line with the ‘Competitiveness Compass’ of President von der Leyen2 

 
1 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the 
protection of natural persons with regard to the processing of personal data and on the free movement 
of such data, and repealing Directive 95/46/EC (General Data Protection Regulation) [2016] OJ 
L119/1. 
2 European Commission, The 2024 European Competitiveness Report - The EU’s Competitiveness Compass 
(Publications Office of the European Union 2024) Competitiveness compass - European Commission 
accessed 1 November 2025. 
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and responding to the exhortations of the ‘Draghi Report’ on European 

competitiveness3 – presented the ‘Omnibus IV’ simplification package. That proposal 

for a Regulation provides, inter alia, for amendments to Articles 30, 40 and 42 of the 

GDPR with the objective of simplifying the obligations relating to Records of 

Processing Activities (RoPA), while also extending the compliance exemptions 

currently available to SMEs to a new category, small mid-cap enterprises (SMC). 

Arising from a reflection on that proposal, this contribution – proceeding by 

means of a qualitative, comparative method of analysis – is structured along three 

principal lines of argument.  

First, after briefly situating the GDPR within the EU’s strategy for regulating 

the European digital ecosystem, it undertakes a critical analysis of the reasons that led 

to the reform proposal, with particular focus on the need for procedural simplification, 

the reduction of burdens on undertakings, and harmonisation in application by the 

different Member States. This latter dimension is also examined in the light of the 

proposal for a reform introducing additional procedural rules for the handling of cross-

border cases under the GDPR, recently endorsed at a preliminary stage by the 

European Parliament. 

Subsequently, while monitoring the progress of the proposal’s legislative 

procedure, it undertakes a comparison between the articles under revision in their 

current version and in their reformed version, at the same time considering the actual 

scope of the reform and the impact that it is liable to have on the overall architecture 

of the General Data Protection Regulation. Although the European Data Protection 

Board (EDPB) and the European Data Protection Supervisor (EDPS) – key EU 

bodies in the field of personal data protection – have, at a preliminary stage, expressed 

support for the simplification project, doubts about its potential application, 

particularly in terms of preserving digital rights, persist. To conduct this assessment, 

the UK GDPR is taken as a case study which, after two failed reform attempts, has 

recently been amended. On 19 June, the Data Use and Access Act (DUAA), laying 

down provisions on the reduction of administrative burdens for undertakings, the 

promotion of data re-use for research and the facilitation of the development of 

artificial intelligence, received Royal Assent and thereby became law. 

Finally, going beyond the contingency of the Commission’s reform proposal, 

a concluding section is devoted to a broader reflection on the advisability of 

proceeding towards a deregulation of the digital ecosystem. Although such a prospect 

has been advocated in several quarters – in the conviction that it could serve as a lever 

for economic development and to bridge the gap with the major technological powers 

– it risks, paradoxically, resulting in a heterogeneities of ends, with a consequent 

 
3 M Draghi, The Future of European Competitiveness: Report to the European Commission (European 
Commission, September 2024) The Draghi report on EU competitiveness accessed 1 November 2025. 
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weakening of the fundamental safeguards of citizens/users and a distortion of the EU’s 

digital architecture itself. 

 

2 GDPR, a Pillar with Unstable Foundations 

Inaugurating a phase of intense legislative activity by the European 

institutions in the digital field4, the GDPR was conceived and adopted – as Recital 11 

thereof states – in order to ensure ‘the strengthening and detailed regulation of the 

rights, interests and obligations of those who carry out and determine the processing 

of personal data’5. This Regulation – building on the path traced by the so-called 

‘Mother Directive’, namely Directive 95/46/EC, which was the first to systematise the 

law on the processing of personal data6, and endorsing the position developed by the 

Court of Justice of the European Union in a series of judgments on the subject7 – 

sought, in essence, to strike a balance between individual rights and the extraordinary 

economic interests associated with the use of Information and Communication 

Technologies (ICTs) and the globalisation of information flows and services. 

Grounded in the premise that privacy constitutes a fundamental human right8, the 

 
4 On this topic, see C Spiniello, ‘È (ancora) tempo di costituzionalismo digitale’ (2025) 7(1) Rivista Italiana 
di Informatica e Diritto 579. 
5 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the 
protection of natural persons with regard to the processing of personal data and on the free movement 
of such data, and repealing Directive 95/46/EC (General Data Protection Regulation) [2016] OJ 
L119/1, recital 11 (Preamble), available at: Regulation - 2016/679 - EN - gdpr - EUR-Lex. 
6 The first reference to the notion of ‘personal data’ in the European context can be traced back to the 
Council of Europe Convention No 108 of 28 January 1981 for the Protection of Individuals with regard to 
Automatic Processing of Personal Data. Article 2 defines ‘personal data’ as ‘any information relating to an 
identified or identifiable individual (data subject)”, and the Convention’s purpose is “to secure in the 
territory of each Party for every individual, whatever his or her nationality or residence, respect for his 
or her rights and fundamental freedoms, and in particular the right to privacy, with regard to automatic 
processing of personal data relating to him or her’. The full text of the Convention is available at: Full 
list - Treaty Office.  
For an overview of the evolution of European data protection legislation, see C Spiniello, ‘(Sche)Dati. 
Il diritto alla protezione dei dati personali nella legislazione europea’ (2018) Democrazia & Sicurezza 143. 
7 Between 2014 and 2015, the Court of Justice of the European Union (CJEU) delivered a substantial 
body of case law, including the landmark judgments in Case C-131/12 Google Spain SL and Google Inc v 
Agencia Española de Protección de Datos (AEPD) and Mario Costeja González (2014); Joined Cases C-293/12 
and C-594/12 Digital Rights Ireland Ltd v Minister for Communications, Marine and Natural Resources and Others 
and Kärntner Landesregierung and Others (2014); and Case C-362/14 Maximillian Schrems v Data Protection 
Commissioner (2015). In these rulings, the Court, drawing upon Directive 95/46/EC, affirmed the 
principle of digital privacy protection in response to the growing power exercised by algorithms, artificial 
intelligence, and search engines. 
On this point, see C Spiniello, ‘È (ancora) tempo di costituzionalismo digitale’ (2025) 7(1) Rivista Italiana 
di Informatica e Diritto 584; C Amalfitano and F Ferri, ‘Transizione digitale e dimensione costituzionale 
dell’Unione europea: tra principi, diritti e valori’ in R Torino and S Zorzetto (eds), La trasformazione 
digitale in Europa. Diritti e principi (Giappichelli 2024) 1; G Finocchiaro, ‘La giurisprudenza della Corte di 
Giustizia in materia di dati personali da Google Spain a Schrems’ (2015) 4-5 Il Diritto dell’Informazione e 
dell’Informatica 779. 
8 SD Warren and LD Brandeis, ‘The Right to Privacy’ (1890) 4 Harvard Law Review 193; AF Westin, 
Privacy and Freedom (Atheneum 1967). 

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32016R0679
https://www.coe.int/en/web/conventions/full-list?module=treaty-detail&treatynum=108
https://www.coe.int/en/web/conventions/full-list?module=treaty-detail&treatynum=108
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General Data Protection Regulation thus aimed to bring about far-reaching changes in 

the practices of controllers and processors, curbing the uncontrolled use of personal 

data and preventing information systems from being used for further, undeclared 

purposes liable to undermine the democratic quality of the information society. 

In summary, the GDPR establishes a comprehensive and coherent 

framework for the lawful, fair and transparent processing of personal data, defining 

the principles of lawfulness, fairness, purpose limitation, data minimisation and 

accountability, while recognising and safeguarding fundamental individual rights – 

including access, rectification, erasure, portability and objection – within a model of 

shared responsibility between controllers, processors and supervisory authorities9. 

However, whilst it undoubtedly constitutes a pillar of the EU’s strategy for 

regulating the digital sphere, and has proved capable of projecting its effects beyond 

the Union’s geographical borders10  and inspiring the regulatory responses of other 

organisations and States, it has, from the outset, raised doubts as to the soundness of 

its regulatory architecture. Considered extremely dense and technically sophisticated 

on account of the numerous formal obligations and documentary requirements it lays 

down, the architecture of the Regulation has often rendered its implementation 

cumbersome, particularly for operators that lack dedicated compliance structures. The 

multiplicity of requirements – ranging from the maintenance of records of processing 

activities to data protection impact assessments, from the management of consent and 

data subjects’ rights to ongoing interaction with supervisory authorities – has 

essentially translated into non-negligible compliance costs and significant interpretative 

uncertainties, which have weighed particularly heavily on small and medium-sized 

enterprises. Chronically affected by so-called resource poverty, they have experienced 

structural difficulties in implementing the required technical and organisational 

measures, with repercussions for their competitive advantage and, paradoxically, for 

the very effectiveness of the data protection guaranteed by the GDPR. 

 

 
9 For a more detailed examination of the substantive provisions of the Regulation, see, among others, 
M Marcut, ‘Analysis of GDPR Implementation at County Level’ in Sustainable Development and Resilience 
of Local Communities and Public Sector Organizations: Conference Proceedings of the Transylvanian International 
Conference in Public Administration (2018); L Bufalieri et al, ‘GDPR: When the Right to Access Personal 
Data Becomes a Threat’ (2020) IEEE International Conference on Web Services (ICWS), IEEE; and A M 
Garofalo, ‘Regolare l’irregolabile: il consenso al trattamento dei dati nel GDPR’ (2021) 75 Materiali e 
Documenti 119. 
10 The GDPR has imposed a remarkably stringent legislative framework governing the processing of 
personal data on all data controllers, both within and outside the European Union, insofar as they 
process the personal data of EU citizens. As Voigt and von dem Bussche have argued, the broad material 
and territorial scope of the GDPR is primarily grounded in ‘the intention to address the challenges of 
the global economy, emerging technologies, and new business models adopted by organisations’. P 
Voigt and A von dem Bussche, The EU General Data Protection Regulation (GDPR): A Practical Guide (1st 
edn, Springer International Publishing 2017). 
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2.1 Recent Attempts at Revision: from the ‘Omnibus IV’ Reform 

Package… 

Against this backdrop, several years after the Regulation’s entry into force 

and following various attempts to reopen the debate on a possible revision, the 

European Union, acting through the Commission, presented on 21 May 2025 a 

proposal to reform the General Data Protection Regulation. Placed within the broader 

context of an effort to simplify the EU acquis – the so-called ‘Omnibus IV’ 

simplification package11 – the reform proposal COM(2025) 501 final (proc. 

2025/0130(COD)) is very clear as to its objectives: to reduce administrative 

requirements and facilitate compliance pathways with data protection rules, while 

maintaining high standards of privacy and security, with particular regard to small and 

medium-sized enterprises and small mid-cap enterprises. In essence, it seeks to lighten 

the bureaucratic burden weighing on companies along three main lines: (i) reducing 

regulatory compliance costs; (ii) lowering administrative burdens; and (iii) introducing 

specific relief for low-risk activities12. 

In particular, the reform intervenes on Article 30 of the GDPR, which 

requires controllers and processors to maintain a record of processing activities (the 

so-called RoPA). The current paragraph 5 provides for an exemption for undertakings 

and organisations with fewer than 250 employees, unless the processing ‘is not 

occasional, concerns special categories of data, or is likely to result in a risk to the rights 

 
11 European Commission, ‘Omnibus IV’ Simplification Package – Proposal for a Regulation amending Regulation 
(EU) 2016/679 as regards small and medium-sized enterprises and small mid-cap enterprises, COM(2025) 501 final, 
21 May 2025, available at: EUR-Lex - 52025PC0501 - EN - EUR-Lex.  
12 In its original version, the GDPR already includes several provisions designed to avoid imposing 
disproportionate burdens on smaller entities. In addition to the exemption from maintaining records of 
processing activities for organisations with fewer than 250 employees, the Regulation adopts a risk-
based approach: many obligations – such as the Data Protection Impact Assessment (DPIA) or the 
designation of a Data Protection Officer (DPO) – apply only where the processing presents specific 
high-risk features or is carried out on a large scale. In principle, this means that a small company engaged 
in simple, local processing bears a lighter compliance load than a large organisation managing millions 
of personal records. Moreover, Recital 13 of the GDPR explicitly encourages legislators and supervisory 
authorities to take into account the specific needs of micro, small and medium-sized enterprises when 
applying the rules, without undermining the level of data protection. Despite these safeguards, however, 
many SMEs struggle to achieve full compliance with the GDPR. Empirical studies and surveys 
conducted in the first years of its application indicate that a substantial proportion of small and medium-
sized enterprises remain only partially compliant, either due to limited awareness of the legal framework 
or to a lack of human and financial resources dedicated to ongoing compliance efforts. 
In practice, the gap between the regulatory design and the operational reality of smaller undertakings 
remains significant: privacy policies are often copied from generic templates without proper 
implementation of organisational measures; records of processing activities are frequently missing, even 
where the exemption for entities with fewer than 250 employees does not apply; and staff training on 
data protection obligations is often insufficient. Collectively, these factors contribute to the widespread 
perception of the GDPR as a demanding and business-unfriendly instrument within the SME 
ecosystem. See European Union Agency for Fundamental Rights (FRA), Data Protection in the EU: 
Challenges and Promises for Small and Medium-Sized Enterprises (2021) Data protection | European Union 
Agency for Fundamental Rights.  
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and freedoms’13 of individuals. In clarifying and narrowing this exemption, the new 

Article 30(5) exempts undertakings or organisations with fewer than 750 employees, 

only if the processing is not likely to result in a ‘high risk’ to the rights and freedoms 

of data subjects (as defined in Article 35 GDPR). The previous reference to a generic 

‘risk’ and to other conditions is therefore deleted, introducing the ‘high-risk’ threshold 

as the sole determinant for exclusion from the exemption. Moreover, the scope of the 

exemption is extended: the threshold rises to 750 employees14 and expressly includes 

small mid-cap enterprises (SMCs), through a new definition of small mid-cap company 

inserted in Article 4 GDPR. This provision is amended to incorporate explicit 

references to the EU definitions of micro, small and medium-sized enterprises 

(Recommendation 2003/361/EC) and of small mid-cap enterprises 

(Recommendation 2025/3500). In essence, an SMC is defined as an enterprise 

employing up to 750 persons and having an economic size not exceeding 

approximately three times the financial ceilings set for SMEs. 

In parallel, the proposal amends Articles 40(1) and 42(1) of the GDPR to 

include SMCs alongside SMEs. As regards the first provision, concerning codes of 

conduct, the current text provides that Member States, supervisory authorities, the 

European Data Protection Board (EDPB)15 and the Commission ‘shall encourage’ the 

drawing up of codes that take account of the specific needs of micro, small and 

medium-sized enterprises. The proposal extends this clause by adding SMCs, ensuring 

that such codes also reflect the needs of this additional business segment. Regarding 

Article 42(1), which deals with certification mechanisms, a similar amendment is 

introduced, requiring that the development of certification schemes (and related seals 

and marks) must ‘take into account the specific needs’ not only of SMEs but also of 

small mid-cap enterprises. 

 
13 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the 
protection of natural persons with regard to the processing of personal data and on the free movement 
of such data, and repealing Directive 95/46/EC (General Data Protection Regulation) [2016] OJ 
L119/1, art 30(5) Regulation - 2016/679 - EN - gdpr - EUR-Lex. 
14 According to the European Commission, raising the threshold for exemption from the record-
keeping obligation to 750 employees, together with the other proposed simplification measures, could 
benefit approximately 38,000 additional undertakings across the EU, resulting in overall savings of 
around EUR 400 million per year in administrative costs. European Commission, ‘Omnibus IV’ 
Simplification Package (n 12). 
15 The European Data Protection Board (EDPB) is the independent EU body established by Article 68 
GDPR, responsible for ensuring consistent application of data protection law throughout the Union 
and promoting cooperation among national supervisory authorities. 
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In their Joint Opinion 01/2025 of 9 July 202516, the European Data 

Protection Board (EDPB) and the European Data Protection Supervisor (EDPS)17 

provided a detailed technical assessment of the proposal. While affirming that the 

envisaged simplification is, in principle, legitimate – being ‘targeted and limited’ and 

therefore not undermining the core principles and obligations of the GDPR – both 

authorities emphasised that it must be accompanied by sufficient clarification and 

safeguards to prevent any weakening of overall accountability. In particular, they 

stressed that the records of processing activities, although burdensome to maintain, 

remain a crucial compliance tool, as they enhance transparency (Articles 12–14 GDPR) 

and the effectiveness of data subject rights (by facilitating the identification of personal 

data subject to access, rectification, or erasure requests), while also serving as a 

documentary basis for impact assessments and inspections. From a drafting 

perspective, the joint opinion recommends that the co-legislators: (a) provide a clearer 

justification for the chosen threshold of 750 employees (noting that an initial proposal 

had suggested 500); (b) amend the text of Article 30(5) to insert an explicit reference 

to the new definitions of SMEs and SMCs introduced in Article 4 GDPR, to ensure 

that the RoPA exemption applies strictly to entities meeting the size and turnover 

criteria for SMEs and SMCs, thereby avoiding potential overextension (for instance, 

to large corporate groups with fewer than 750 employees but substantial revenues).  

Furthermore, the EDPB and EDPS requested clarification that the reference to 

‘organisations’ eligible for exemption does not include public authorities or bodies, 

which should continue to maintain records irrespective of their size. As regards the 

other proposed amendments, the European data protection authorities welcomed the 

extension of codes of conduct and certification mechanisms to SMCs, as these tools 

can be tailored to the needs of growing enterprises, provided that accountability 

standards and supervisory involvement remain intact. 

Having also received a favourable opinion from the European Economic and 

Social Committee (EESC) – which likewise encouraged further targeted simplifications 

of the GDPR, given the persistence of disproportionate obligations such as extensive 

record-keeping18 – the proposal was subsequently examined by the Council of the 

European Union. On 24 September 2025, the Council adopted its general approach, 

broadening the definition of SMCs to include companies with fewer than 1,000 

employees or a turnover of €200 million. In the European Parliament, the procedure 

 
16 EDPB-EDPS, Joint Opinion 01/2025 on the Proposal for a Regulation of the European Parliament and of the 
Council amending Regulation (EU) 2016/679 as regards additional specific rules on the obligations of controllers and 
processors in relation to small and medium-sized enterprises and small mid-cap companies, 9 July 2025, 
edpb_edps_jointopinion_202501_proposalsimplification_en.pdf.  
17 The European Data Protection Supervisor (EDPS) is the independent supervisory authority created 
by Articles 52-60 of Regulation (EU) 2018/1725, tasked with monitoring personal data processing by 
EU institutions and advising on legislative and policy matters relating to privacy and data protection. 
18 European Economic and Social Committee (EESC), Opinion INT/1095 ‘Omnibus on small mid-caps – 
Encouraging the presentation of further targeted GDPR simplification measures’ (18 September 2025) Omnibus on 
small mid-caps | EESC. 
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was assigned jointly to the LIBE, ECON, and ENVI committees and, on 7 November 

2025, a draft report was tabled in preparation for the plenary vote. As of the date of 

this publication, interinstitutional negotiations (the so-called ‘trilogues’) are set to 

commence, and no provisional agreement has yet been reached. 

 

2.2 … to the Proposal for a Regulation Laying down Additional 

Procedural Rules for the Enforcement of the GDPR 

A second fundamental driver of the reform under discussion is the pursuit of 

greater harmonisation and uniformity in the application of the General Data 

Protection Regulation across the various EU Member States. Although the GDPR, as 

a Regulation, has from the outset had the advantage of being directly applicable 

throughout the EU – thereby overcoming the divergences that had characterised the 

previous Directive 95/46/EC as transposed into national legal orders – the experience 

of the early years has revealed certain inconsistencies and critical issues in the 

enforcement of the framework at European level. One of the most hotly debated 

problems concerns the functioning of the ‘one-stop-shop’ mechanism and the 

cooperation between supervisory authorities (the national data protection authorities) 

in cross-border cases. The GDPR established a system under which undertakings 

operating in several EU countries interact primarily with a lead supervisory authority, 

and decisions relating to cross-border processing are taken in cooperation between all 

the authorities concerned, through the consistency mechanism managed by the EDPB. 

In theory, this should ensure uniform decisions valid throughout the Union, avoiding 

both conflicts of competence and duplication of efforts. In practice, however, delays, 

disagreements and differences in approach have emerged: while some lead authorities 

have been accused of excessive slowness or laxity vis-à-vis large undertakings 

established in their territory, other authorities have expressed frustration at their 

inability to act directly in relation to violations affecting their own citizens, being 

required instead to await the outcome of collegial procedures. The case of Ireland – 

the European hub for many big tech companies – is emblematic in this respect: it has 

been perceived by certain activists as a ‘bottleneck’ in enforcement, with several 

complaints against major online platforms subject to lengthy delays within the one-

stop-shop framework, thus casting doubt on the actual timeliness and effectiveness of 

sanctions19. 

More generally, the lack of uniformity in sanctioning practice and in the 

interpretation of certain provisions has given rise to what might be described as a 

‘variable geography’ of privacy in Europe: the amount and frequency of GDPR fines 

differ significantly from one country to another, and similarly the regulatory stance on 

 
19 See H Ruschemeier, ‘Reforming the GDPR: Dilution or Progress?’ (2025) VerfBlog Reforming the 
GDPR accessed 5 November 2025. 



 

────────────────── 

 

 

────────────────── 

 

 

───────── 

 
Call for Papers “EU Values in the Digital Ecosystem” 2025 

evochair.eu 

 

───────── 

 

9 

issues such as cookies, consent or the protection of minors online may vary depending 

on the competent national authority20. This state of affairs risks undermining one of 

the fundamental objectives of the GDPR, namely the creation of a level playing field 

for data protection within the internal market21.  

Alongside the introduction of simplified measures for small and medium-

sized enterprises, the European institutions, acknowledging the persistent lack of 

uniformity in the application of data protection rules across Member States, have also 

taken steps to address this issue. Significantly, exactly five months after the 

presentation of the above-mentioned proposal for amendment, that is, on 21 October 

2025, the European Parliament adopted a legislative resolution on the proposal for a 

Regulation of the European Parliament and of the Council laying down additional 

procedural rules relating to the enforcement of Regulation (EU) 2016/679, 

establishing new common procedural standards for cross-border cases under the 

GDPR22. This initiative constitutes a separate but complementary measure to the 

‘Omnibus’ reform: while the latter concerns the substantive provisions of the GDPR, 

the procedural Regulation seeks to harmonise the practices of national supervisory 

authorities in the enforcement of the GDPR across multiple jurisdictions. 

More specifically, the proposed Regulation introduces a set of binding 

procedural standards that national authorities will be required to follow when 

conducting investigations and proceedings concerning cross-border processing 

activities or mutual cooperation, in order to ensure a consistent application of the 

GDPR, regardless of which authority acts as the lead or competent authority. The 

overarching goal is to reduce discrepancies arising from divergent national procedural 

traditions. Among its main provisions are: the harmonisation of certain procedural 

rights for the parties involved (both the undertakings under investigation and the 

complainants) in proceedings before data protection authorities; the creation of a more 

structured dispute resolution mechanism within the European Data Protection Board 

(EDPB), including specific time limits to avoid procedural deadlocks; and, more 

generally, the establishment of common deadlines for the various stages of 

proceedings. In essence, the proposal seeks to create a European procedural code for 

data protection to complement the substantive framework of the GDPR. 

 
20 Furthermore, the notification of the Data Protection Officer (DPO) currently differs across Member 
States: some supervisory authorities require specific communications, others do not, and the procedures 
in place are often far from uniform. The reform package therefore envisages the establishment of a 
single EU-level system for notifying DPO designations, together with the full digitalisation of the forms 
used in exchanges with supervisory authorities. The aim is to streamline and harmonise procedures, 
reducing duplications and uncertainties for undertakings operating in multiple jurisdictions. 
21 Recital 10, Preamble, Regulation (EU) 2016/679 of the European Parliament and of the Council of 
27 April 2016 (General Data Protection Regulation).  
22 European Parliament, Legislative resolution of 21 October 2025 on the proposal for a Regulation of the European 
Parliament and of the Council laying down additional procedural rules relating to the enforcement of Regulation (EU) 
2016/679 (P10_TA(2025)0238)  
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Although this initiative is of a primarily technical nature, it nonetheless 

addresses issues of considerable importance. Up to now, national supervisory 

authorities have conducted investigations in accordance with their respective domestic 

procedural rules – governing, for instance, the time limits for closing investigations, 

the notification of parties, or the publicity of decisions – resulting in significant 

differences and legal uncertainties. The introduction of common procedural norms is 

therefore expected to accelerate proceedings and to ensure that a complaint 

concerning a GDPR violation is handled with equivalent guarantees and procedural 

safeguards throughout the European Union. Equally significant is the Regulation’s aim 

to strengthen the procedural rights of data subjects involved in cross-border cases, 

ensuring that they receive appropriate information on the status of investigations and 

have the opportunity to be heard, irrespective of the Member State in which they 

lodged their complaint. 

Finally, it should be noted that the drive towards greater procedural 

harmonisation has also been fuelled by external pressures from civil society. 

Organisations such as NOYB (None of Your Business) – founded by privacy activist 

Max Schrems23 – have repeatedly denounced the uneven enforcement of the GDPR 

across Member States, highlighting both the excessive duration of certain cross-border 

investigations and the lack of transparency and consistency in the cooperation between 

supervisory authorities. These criticisms have played a non-negligible role in 

prompting the institutions to pursue a procedural reform aimed at consolidating the 

effectiveness and uniformity of GDPR enforcement within the EU. 

 

3 The ‘Twin Reform’: the UK Data Use and Access Act 2025 

Having outlined the essential contents of the proposal to amend the GDPR 

– together with the legislative process accompanying it – it is useful to turn to the post-

Brexit United Kingdom’s personal data protection regime, which has recently 

undergone revision. The purpose is not only to highlight the analogies and divergences 

between the two reform initiatives, but also to assess their actual and potential 

implications. 

Although the United Kingdom retained the GDPR upon leaving the 

European Union — thereby committing to maintain a level of data protection deemed 

‘essentially equivalent’ in order to guarantee the continuity of data flows — it has for 

some time been pursuing reform of its own version of the Regulation. The declared 

objectives have been to reduce burdens on organisations, stimulate economic growth, 

 
23 Max Schrems – known as the complainant in the landmark Schrems I (Case C-362/14) and Schrems II 
(Case C-311/18) judgments of the Court of Justice of the European Union, which invalidated the Safe 
Harbour and Privacy Shield frameworks for EU-US data transfers – later founded NOYB (None of Your 
Business), now one of the most influential civil-society organisations in monitoring GDPR enforcement. 
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and ‘address the lack of clarity in existing legislation that hinders the safe development 

and deployment of new technologies’ 24. 

After two failed attempts (Data Protection and Digital Information Bills, DPDI 

No. 1 of 2022 and No. 2 of 2023)25, on 19 June 2025 the UK’s long-awaited reform of 

personal data protection law – the Data Use and Access Act 2025 (DUAA) – entered 

into force, having received Royal Assent26. 

Unlike the European Commission’s ‘Omnibus IV’ simplification package – 

and herein lies the first major difference between the two approaches – the British 

reform applies to enterprises of all sizes. While the EU initiative specifically targets 

small and medium-sized enterprises (SMEs) and small mid-cap companies (SMCs), the 

UK model intervenes across-the-board on all data controllers, reflecting a pro-

innovation deregulatory agenda designed to foster economic growth, scientific 

research, and the development of artificial intelligence (AI). 

Specifically, in terms of documentation and compliance obligations, the 

DUAA 2025 adopts a far more radical approach. It removes the general obligation to 

maintain a record of processing activities (RoPA) for all organisations, regardless of 

size, provided that the processing operations in question are not high-risk. In other 

words, under the UK system only high-risk processing activities – a concept 

functionally comparable to that underlying the Data Protection Impact Assessment 

(DPIA) – require formal record-keeping, while all low and medium-risk operations are 

exempt. This policy choice has, unsurprisingly, attracted criticism, particularly among 

European commentators27, who – as already noted in relation to the EU reform 

proposal – argue that abolishing record-keeping for the vast majority of controllers 

undermines accountability and compliance incentives. Records of processing 

 
24 Department for Science, Innovation and Technology, Explanatory Notes to the Data (Use and Access) Act 
2025 (19 June 2025) para 6. 
25 The two unsuccessful attempts to revise the UK GDPR under the governments of Boris Johnson 
and Rishi Sunak (the Data Protection and Digital Information Bills No. 1 and No. 2) were ultimately 
followed by the government led by Keir Starmer securing the approval of the House of Commons on 
6 February 2025 and, subsequently, the passage of the Data (Use and Access) Bill by Parliament on 11 
June 2025. Although these earlier bills shared several proposed reforms, the DUAA omits a number of 
measures that had been envisaged in the previous legislative drafts. 
26 On the legislative process applicable to Acts of Parliament in the United Kingdom, it should be 
recalled that a Bill must pass through several stages in both Houses (Commons and Lords) – First 
Reading, Second Reading, Committee Stage, Report Stage and Third Reading – before any amendments 
are reconciled and the text is finalised. Once both Houses have agreed on an identical version, the Bill 
is submitted for Royal Assent, the formal act by which the Monarch approves the legislation. Royal 
Assent represents the final step in the law-making procedure and transforms the Bill into an Act of 
Parliament, thereby bringing it into force. For an authoritative overview of the constitutional framework 
governing the United Kingdom’s legislative process — including the introduction of Bills, the stages in 
both Houses, and the formal conferral of Royal Assent — see A Bradley and K Ewing, Constitutional 
Law (17th edn, Pearson 2023). See also V Bogdanor, The New British Constitution (Hart Publishing 2009), 
which provides a comprehensive analysis of the constitutional principles underpinning parliamentary 
law-making and the role of Royal Assent as the final step in the enactment of legislation. 
27 EDPB-EDPS, Joint Opinion 01/2025, para 23. 
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constitute, in their view, ‘the foundation’ of many privacy processes (from handling 

data-subject access requests to managing data-breach procedures), and their absence 

could diminish transparency and oversight, especially for large-scale controllers. 

In the same spirit of simplification, the UK reform dispenses with several 

formal obligations laid down by the GDPR. It eliminates, for instance, the role of the 

Data Protection Officer (DPO) – replacing it with an internal senior-level contact – 

and removes the obligation of prior consultation with the Information Commissioner’s 

Office in cases of high-risk processing, making such consultation optional. It also 

relaxes the regime governing data-subject requests: under the EU GDPR, a request 

may be refused or subject to a fee only where it is ‘manifestly unfounded or excessive’ 

(Article 12(5)); by contrast, the UK Act introduces the lower threshold of ‘vexatious 

or excessive’, a concept more open to unilateral interpretation by controllers and 

potentially conducive to abusive refusals, to the detriment of data subjects – 

particularly those with limited resources to contest such decisions. 

The second pillar of the UK reform – and another point of divergence from 

the EU proposal – lies in the broad section devoted to facilitating the processing of 

personal data for research, archiving and statistical purposes (RAS). To that end, the 

Act introduces provisions expanding the lawful bases available for such processing and 

clarifying the conditions under which data collected for an initial purpose may be 

reused for research without fresh consent, provided appropriate safeguards for security 

and minimisation are maintained. This greater openness – together with broader 

exceptions for Text and Data Mining (TDM)28 – aims to remove the legal uncertainties 

that had previously hindered AI development and scientific innovation within the UK 

framework. 

In parallel, the British legislator has introduced a new category of ‘recognised 

legitimate interests’, i.e. specific public-interest purposes for which the processing of 

personal data is deemed lawful ex lege, without the need for a case-by-case balancing 

 
28 In the United Kingdom, text and data mining (TDM) was already partially permitted under the 
Copyright, Designs and Patents Act 1988, as amended post-Brexit to preserve the exception introduced 
by Directive (EU) 2019/790 (the ‘Copyright Directive’). The Data Use and Access Act 2025 further 
expands these exceptions in two main respects: (a) by extending them to commercial uses; and (b) by 
allowing TDM on copyright-protected or access-restricted materials. As regards the first extension, 
whereas TDM had previously been permitted only for non-commercial purposes (such as academic 
research), the DUAA now authorises commercial operators to copy and analyse protected texts and 
datasets without prior licensing, provided that appropriate safeguards are observed and the economic 
value of the work is not impaired. This enables, for instance, an AI company to extract linguistic models 
from large corpora of news articles or scientific publications for machine-learning training. As for the 
second dimension, the Act clarifies that temporary copies or the creation of training datasets do not 
amount to copyright infringement when carried out for ‘computational analysis’, and it restricts the 
ability of authors or publishers to opt out of TDM ex ante, save for narrowly defined grounds (such as 
security or the processing of particularly sensitive data). This allows, for example, a UK university or 
biotech laboratory to analyse digital archives of scientific literature or genomic datasets, even when 
protected by copyright or restrictive licences, for legitimate research purposes without breaching 
copyright law. 
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test. These predefined legitimate interests include, for example, national security and 

defence, crime prevention and detection, response to health emergencies or natural 

disasters, and compliance with statutory public-sector obligations29. 

Finally, the Data Use and Access Act 2025 broadens the circumstances under 

which it is lawful to store or access information on users’ devices (including so-called 

cookies), amending Regulation 6 of the Privacy and Electronic Communications 

Regulations (PECR). Previously – in line with the EU’s e-Privacy Directive – storage 

or access without explicit consent was permitted only where strictly necessary for 

technical transmission. Following the reform, however, additional exceptions have 

been introduced, allowing such storage or access for reasons of security, provision of 

essential public services, or research purposes, without the need for prior consent. 

As designed, the renewed UK data-protection framework promises a 

substantial reduction in administrative burdens for all enterprises, irrespective of size, 

and greater flexibility in the secondary use of data, potentially benefiting research, 

healthcare, and technological development. On the other hand, such a deregulatory 

approach naturally raises concerns about a weakening of data-subject rights: fewer 

documentation and assessment requirements may translate into diminished safeguards 

and greater difficulty for individuals in exercising their rights, as well as a reduced 

capacity for regulatory oversight. Moreover, there is an equally significant risk that this 

across-the-board easing of obligations may paradoxically benefit large operators, which 

already possess considerable compliance resources and now enjoy marginally lower 

costs. These concerns – particularly evident among European institutions, which 

perceive the UK changes as a regression from GDPR standards – may also have 

concrete repercussions on data-flow relations between the European Union and the 

United Kingdom, potentially complicating the renewal, due this year, of the adequacy 

decision under Article 45 GDPR, necessary to maintain the free transfer of personal 

data to the UK without additional safeguards30. 

 

4 Opportunities and Challenges of the Proposed GDPR 

Reform 

The balance between simplification for businesses and the protection of 

fundamental rights lies at the very heart of both the United Kingdom’s experience and 

the ongoing debate within the European Union. This reflects the classical dichotomy 

 
29 The previous DPDI Bills also included processing carried out for ‘democratic engagement’. While the 
new list offers controllers greater legal certainty in these areas, it has nevertheless raised concerns among 
privacy advocates: reclassifying certain potentially intrusive forms of processing (for instance, for 
security or anti-fraud purposes) as lawful per se may broaden the scope of private surveillance without 
adequate safeguards, thereby circumventing the rigorous scrutiny required under the EU GDPR. 
30 European Digital Rights (EDRi) et al, Urgent Concerns Regarding the EU-UK Adequacy Status (2025). 
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between economic flexibility and citizens’ protection, pitting the arguments of those 

who view the proposed amendments as a necessary corrective to an excessively 

burdensome and formalistic GDPR against those who fear that such reforms may 

result in a weakening of individuals’ substantive safeguards. 

In this respect, while the EU’s attempt to reform the GDPR undeniably 

carries the merit of seeking to alleviate the administrative burden currently weighing 

on small mid-cap enterprises (SMCs), thereby fostering a more growth-friendly 

regulatory environment31, interpretative uncertainties and unresolved issues persist. 

The first category of these concerns is definitional in nature. The expression 

‘high risk’, borrowed from Article 35 GDPR, calls for greater terminological clarity 

and the adoption of detailed interpretative guidance to avoid ambiguities for 

controllers regarding whether or not they are obliged to maintain records of processing 

activities (RoPA). Similarly, the notion of small mid-cap enterprises requires further 

clarification, alongside a consistent alignment between this newly introduced 

definition, the pre-existing concept of small and medium-sized enterprises (SMEs), 

and analogous classifications used in other legal instruments (for instance, national 

legislation). 

The second area of difficulty is of a substantive kind. One of the most 

frequent objections raised against the proposed system of exemptions is that it risks 

creating a two-tier data protection framework: since smaller companies benefit from 

derogations, the level of protection afforded to data subjects may, in practice, vary 

depending on the size of the controller. Individuals’ rights could thus be more 

effectively safeguarded when their data are processed by large operators subject to the 

full range of GDPR obligations, and less so when handled by smaller, simplified 

entities. For example, a citizen might enjoy fewer guarantees when their data are 

processed by a local small company – potentially exempted from maintaining internal 

records or other procedural requirements – than when processed by a multinational 

corporation bound by the Regulation’s rigorous documentation standards. 

Moreover, such a structure could paradoxically expose SMEs themselves to 

greater risks, given that a smaller organisational size does not necessarily equate to 

lower data-processing risks. Many SMEs and start-ups today operate in highly 

digitalised sectors, handling large volumes of data – often through online platforms – 

 
31 Unsurprisingly, businesses have welcomed the simplification initiative. From their perspective, the 
measures – foremost among them the exemption from record-keeping for low-risk processing activities 
– may enhance the predictability and sustainability of compliance, enabling small mid-cap enterprises to 
concentrate their resources on the most critical processing areas. Medium-sized companies, in particular, 
perceive the 250-employee threshold as problematic: once this limit is exceeded, they are effectively 
projected into a considerably more onerous compliance regime, with formal obligations (such as record-
keeping, the possible appointment of a DPO, etc.) that may require dedicated resources. Easing this 
‘compliance cliff’, by progressively extending exemptions up to 750 employees, is thus regarded as a 
means of avoiding the risk of discouraging firms from increasing in size. 
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or processing highly sensitive information (as in the biotech, fintech, or health-tech 

sectors). These entities are thus exposed to threats comparable to those faced by large 

companies. In such contexts, compliance tools like records of processing or internal 

documentation are far from mere formalities; they serve as crucial instruments for the 

organisation itself to monitor its processes and identify vulnerabilities. Completely 

removing the obligation to maintain such records for broad categories of enterprises 

could lead SMEs to lose oversight of their data flows, thereby undermining both their 

actual compliance with the GDPR and the effectiveness of data subjects’ rights. 

Lastly, a political dimension of uncertainty remains. Not only must the co-

legislators still reach an agreement between the Council and Parliament regarding the 

final size threshold (750 versus 1,000 employees) and possible safeguard clauses (e.g. 

exclusion of public authorities, temporal limits of the exemption, etc.), but there is also 

the broader question of whether a widespread exemption from the RoPA requirement 

might reduce documentation precisely in innovative sectors – such as rapidly growing 

technology SMEs – where transparency and traceability are essential. 

For the reasons set out above, the author is inclined to answer the question 

posed in the title of this contribution – whether the ongoing proposal to amend the 

GDPR constitutes a matter of quality, touching upon the essence of the Regulation, 

or merely a formality, affecting procedural aspects without altering its core structure – 

by endorsing the former perspective. Indeed, although the wording of the legislative 

initiative may suggest that the overall architecture of the EU data protection system 

remains unchanged, the proposed amendments, though formally limited and precise, 

are likely to produce significant systemic effects on the internal balance of the General 

Data Protection Regulation, impacting both the principles of accountability and 

proportionality and the practical effectiveness of the guarantees afforded to data 

subjects. 

It is clear that the idea of a more flexible GDPR exerts a strong appeal among 

many stakeholders and policymakers, representing, at least in terms of reducing 

bureaucratic formalities, a potentially necessary evolution. Yet such a reform cannot, 

and must not, come at any cost, and certainly not at the expense of the protection of 

the fundamental rights to privacy and data protection that form the core of the 

European model (Articles 7 and 8 of the Charter of Fundamental Rights of the 

European Union). ‘Fewer’ formal obligations cannot, and must not, translate into ‘less’ 

substantive protection. 

 

5 Concluding Remarks 

This paper has traced the main stages of the reform process concerning the 

European system of data protection. Moving beyond the contingency represented by 
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the current proposal to revise the GDPR, it seems appropriate to conclude with a 

broader reflection on the growing intention – advanced from various quarters – to 

move towards a general deregulation of the digital ecosystem. It appears somewhat 

paradoxical that such an aspiration should emerge precisely within the European 

Union, which, in contrast to the laissez-faire model of the United States, has made 

regulatory action the hallmark of its distinctive ‘third way’ in digital governance32. 

Nonetheless, the recent political debate has increasingly embraced the idea of 

reducing regulatory burdens as a driver of competitiveness. From the ‘Omnibus IV’ 

simplification package to the proposal for a Regulation laying down procedural rules 

for the enforcement of the GDPR, and up to the European Data Strategy and the 

Artificial Intelligence Act, the prevailing mantra has become that of ‘cutting red tape’ 

– streamlining the regulatory framework through unprecedented simplification. This 

trend bears direct implications for the future of the GDPR and, more generally, for 

the ongoing revision of core digital legislation such as the Digital Services Act (DSA), 

the Digital Markets Act (DMA), the AI Act and the Data Act. In the name of 

competitiveness, what is emerging is a broad reconsideration of the digital rulebook 

aimed at relieving businesses of regulatory obligations. The risk, however, lies in 

conflating administrative simplification with substantive deregulation – a shift that may 

transform bureaucratic streamlining into a tangible weakening of fundamental rights 

protections. This concern is epitomised by the debate surrounding the proposed 

GDPR amendments: for instance, the removal of the record-keeping obligation for 

organisations with fewer than 750 employees seeks to reduce formal burdens, yet could 

paradoxically weaken the ability to ensure effective protection of personal data – 

particularly for SMEs processing significant volumes of information – and, without 

adequate traceability tools, may ultimately undermine compliance and the rights of data 

subjects33. 

The true challenge, therefore, does not lie in eliminating obligations, but in 

rethinking compliance strategies in terms of intelligent compliance. This entails the 

development of a proportionate, assisted and technologically supported model of 

conformity, rather than a policy of deregulation tout court. As recent scholarship has 

observed, a logic of purely administrative simplification – inspired by a horizontal de-

bureaucratisation approach – appears increasingly inadequate when confronted with 

the complexity of contemporary digital risks34. In this sense, the European Union 

 
32 On this point, see M Santaniello, ‘Sovranità Digitale e Diritti Fondamentali: un Modello Europeo di 
Internet Governance’ (2022) 4 Rivista Italiana di Informatica e Diritto 47; and R Torino and S Zorzetto 
(eds), The Digital Transformation in Europe: Rights and Principles (Giappichelli 2024). 
33 Y Smirnova and V Travieso-Morales, ‘Understanding Challenges of GDPR Implementation in 
Business Enterprises: A Systematic Literature Review’ (2024) 66 International Journal of Law & Management 
326. 
34 M Finck, ‘Smart Regulation and the Digital Economy: Designing Effective Governance in the Age of 
Datafication’ (2023) 14 European Journal of Risk Regulation 345; L Floridi, ‘Soft Ethics and the Governance 
of the Digital: The Tension Between Technological Innovation and Regulatory Simplification’ (2024) 
41 Computer Law & Security Review 105744. 
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should design measures aimed at enabling small and medium-sized enterprises (SMEs) 

to comply effectively with the principles of the GDPR without undermining its 

protective rationale. This could take the form of dedicated toolkits and operational 

guidelines for SMEs, the adoption of open-source privacy management software, the 

promotion of continuous training programmes on data protection culture, and 

incentives – including fiscal ones – for the implementation of privacy-by-design 

solutions. National supervisory authorities and the EDPB could further contribute by 

providing practical guidance and tailored advisory support. Notably, as already 

mentioned, alongside the amendments to the GDPR text, the Commission has also 

advanced complementary mechanisms to enhance enforcement, such as the proposed 

Regulation COM(2023) 728 final on additional procedural rules for GDPR application. 

Ultimately, the EU’s model of digital regulation should not “simplify itself” 

at the expense of rights, but rather evolve towards a coherent and sustainable 

regulatory ecosystem. This requires the ability to effectively combine data protection 

and cybersecurity, innovation and accountability, competitiveness and respect for 

fundamental values. The challenge lies in harmonising these seemingly opposing 

objectives within a consistent framework: the core principles of European digital law 

– proportionality, prevention (or precaution), transparency and accountability – must 

remain non-negotiable structural elements35. Only in this way can the European Union 

reaffirm its role as a global regulatory leader, capable of reconciling innovation, 

competitiveness and fundamental rights in a balanced and forward-looking manner. 

 

 
35 A Engel, ‘Making the Rule of Law Great Again: The Building of the Digital Rule of Law in the EU’ 
in V Engel (ed), The Rule of Law in the Digital Shift (Springer 2024) 212, arguing that the core principles 
of proportionality, transparency and accountability constitute structural, non-derogable pillars of the 
EU’s digital regulatory model. 
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