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ABSTRACT: Freedom of expression, one of the pillars of constitutional democracies, faces new
challenges in the digital age. This article aims to analyse how Brazil and the European Union balance
the exercise of this right with the fight against disinformation and hate speech on digital platforms. The
research begins with a historical contextualisation of the concept of freedom of expression and its
transformation in the face of information technologies. It then conducts a comparative analysis between
Brazilian regulatory and jurisprudential frameworks, such as the Constituicio Federal de 1988, Marco
Civil da Internet and Lei Geral de Prote¢io de Dados, and European instruments, such as the Charter
of Fundamental Rights, the Digital Services Act, and the General Data Protection Regulation. From a
theoretical-critical perspective, it seeks to understand the legal and ethical boundaries between freedom
and responsibility in the digital environment, based on principles such as proportionality, damage
prevention, and protection of the democratic public sphere. Finally, the work proposes a reflection on
paths and perspectives regarding a co-regulation model between the State, society, and platforms, in

order to safeguard both freedom of expression and the integrity of public debate.
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1 Introduction

Contemporary social and political relations have been profoundly impacted
by technological advances and the transformation of forms of communication. With
the advent of smartphones, social networks and, more recently, artificial intelligence,
the positive aspects of technological advances have been contrasted with the
challenges they bring, thereby requiring greater action by the State to strike a balance
between the right to express oneself and accountability for the effects of certain

statements.

Freedom of expression, in this sense, historically conceived as one of the
> > y
founding pillars of modern democratic societies, takes on new dimensions in the digital
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environment, where the circulation of ideas becomes instantaneous, global and, often,
devoid of traditional institutional mediation. With algorithmic organisation and social
media profiles, the dissemination of ideas often occurs without it being possible to
predict who is behind a particular idea. The internet, despite having enhanced access
to speech, has also accentuated tensions between freedom and responsibility, visibility
and silencing, especially in the face of the spread of hate speech, misinformation and
coordinated harassment.

In this context, this article seeks to contribute to this important debate on the
balance between freedom of expression and internet regulation by analysing how Brazil
and the European Union regulate freedom of expression in the face of misinformation
and hate speech on digital platforms.

Thus, we seck to understand the legal and ethical limits that define legitimate
restrictions on the right to freedom of expression in the digital environment. To this
end, we analyse the historical and conceptual evolution of freedom of expression,
identifying its different political and social appropriations, as well as examining the
principles and normative instruments and judicial decisions of Brazil and the European
Union on the subject.

A comparative study will therefore be carried out between the theoretical and
practical foundations adopted in each legal system, verifying their convergences and
divergences, with the aim of, at the end of the work, being able to reflect on models
of co-regulation between the State and platforms, capable of preserving the democratic
public space without this representing censorship of the legitimate exercise of freedom
of ideas.

In this sense, the research hypothesis, in summary, maintains that Brazil and
the European Union are moving towards convergent models of digital regulation,
based on proportionality and co-responsibility between platforms and public
authorities, in order to reconcile freedom and democratic protection.

The methodological approach adopted in this article will consist of a
qualitative and comparative approach, structured around three axes: a bibliographic
survey, in order to understand the nuances between the relationship between freedom
of expression and society, through a brief foray into classical and contemporary
authors on the subject; a comparative normative analysis, which will support the
research based on the measures that countries are already adopting to deal with the
challenges in question; and a jurisprudential study, which will position the respective
judiciaries in the debate, so that it is possible to understand their participation in the
regulation of the digital environment and the guarantee of fundamental rights.
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2 The Conceptual Evolution of Freedom of Expression

2.1 From the Enlightenment to Contemporary
Constitutionalism

Freedom of expression did not emerge as an innate and universal right, but
rather as a historical construct, linked above all to the emergence of liberal thought
and the process of limiting political power. This principle laid the foundation for the
consolidation of various constitutional democracies throughout history, above all
because of its centrality to the protection of basic human rights.

A milestone in Western history regarding the development of this notion was
liberal philosophy. During the Enlightenment, for example, when criticism of
monarchical absolutism and the affirmation of the individual as an autonomous subject
highlighted the need to safeguard the expression of thought as a condition of
rationality and public deliberation, the conceptual notion of the term "freedom" was
strongly related to that pondered years earlier by the English philosopher John Locke.

In his classic wotk A Letter Concerning Toleration' , although the authot's main
objective was to address the need for secularism in the state, especially in defence of
plurality of religious beliefs, Locke plays an important role in establishing the concept
of freedom, arguing for the essentiality of preserving individuality. This conception
inaugurated what would become the assumptions of an idea of non-state intervention,
which would later become the core of the modern notion of negative freedom.

Almost two centuries later, John Stuart Mill breathed new philosophical life
into the defence of freedom of expression. Some of the reflections we will outline are
present in his most classic work, Oz Liberty” . Mill presents several arguments about
the importance of preserving freedom of expression, among them, reinforcing the
constructive role of antagonistic views in the realisation of one's own views. In this
sense, the plurality of ideas has the potential to prevent views held to be true from
becoming dogmas, due to the very need for explanation.

Mill starts from the assumption that anyone is susceptible to making mistakes
and, precisely for this reason, there is a need to be in constant confrontation of ideas.
In this way, the liberal philosopher leaves us with a great lesson: ideas, even if false,
have legitimacy to circulate, because they themselves promote the strengthening of
true ideas’.

! John Locke, A Letter Concerning Toleration (ed James H Tully, Hackett Publishing 2010).

2 John Stuart Mill, On Liberty (translated by Paulo Menezes, Martins Fontes 1999) 63

3 It is important to understand that Mill was writing from a different social context, in which there was
no mass dissemination of false information and hate speech as there is today. This caveat is important
so that we do not fall into anachronism when observing the liberal perspective with which the author
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Starting from a more contemporary conception of the social context, Hannah
Arendt also reflects on the nuances inherent in the tension between freedom of
expression and censorship. In works such as The Human Condition’ and Between Past and
Future , Arendt argues that words are the means by which individuals reveal their
uniqueness and construct a shared political world. The suppression of public discourse,
whether through state censorship or the standardisation of opinions, would therefore
represent the negation of politics itself, given the relevance of speech for the insertion
of human beings into the public sphere, as postulated by Arendt. In this sense, freedom
of expression is not an instrumental right, but the prerequisite for pluralistic action and
the existence of the public sphere, without which democracy loses its substance.

When it comes to Brazil specifically, it is essential to mention one of the
architects of the 1891 Republican Constitution, the renowned jurist Rui Barbosa.
Influenced by American constitutionalism, Rui articulated his views on freedom of
expression and a free press during the First Republic. In his writings and parliamentary
speeches, the jurist denounced censorship as an instrument of domination and argued
for the importance of freedom of thought, including for other freedoms® .

Despite the theoretical reductionism in referencing all these thinkers,
especially those with a liberal background, in this brief attempt to demonstrate the
different developments of the concept of "freedom of expression" throughout history,
the fact is that all these theoretical formulations influenced the consolidation of this
principle as a fundamental value of the Democratic Rule of Law.

In the 18th century, these developments directly influenced the drafting of
the first liberal constitutions, such as the US Constitution (1791), with its First
Amendment , and the Declaration of the Rights of Man and of the Citizen (1789), whose Article
11 stated that "the free communication of thoughts and opinions is one of the most
precious rights of man"® . In the 19th century, these ideas spread to Latin American
constitutionalism, influencing, above all, the Brazilian Constitutions of 1824 and 1891’
, which already provided for freedom of the press and freedom of expression.

treated free speech. Furthermore, in the aforementioned work, Mill also foresaw possibilities for
restricting the right to express oneself in cases where such expression infringed on the rights of others.
4 Hannah Arendt, The Human Condition (translated by Roberto Raposo, Forense Universitaria 2007).

5 Hannah Arendt, Between Past and Future (translated by Mauro W Barbosa, 8th edn, Perspectiva 2016)
203.

¢ The jurist Rui Barbosa is a symbol of the consolidation of the Republic in Brazil. Among his main
contributions, Rui's career was marked by the abolitionist agenda. Some of Rui's writings that were used
for the brief mention of the jurist in this text can be found in Rui Barbosa, Obras Completas de Rui Barbosa:
Trabalhos Diversos vol XL, t VI (Fundag¢do Casa de Rui Barbosa 1991).

7 Constitution of the United States of America (adopted 1787, entered into force 1789) Amendment I (1791).
8 Déclaration des Droits de 'Homme et du Citoyen (France, 1789) art 11.

Constitui¢io Politica do Império do Brasil (1824) art 179 §4 e Constituicdo da Republica dos Estados
Unidos do Brasil (1891) art 72 §12.
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However, although freedom is a fundamental right of democracy, its
implementation is still a matter of dispute among various sectors of society. Social
tensions surrounding narratives of state power legitimacy are not a phenomenon
limited to the current Digital Age. In fact, such tensions and disputes date back mainly
to periods of dictatorship, when power was legitimised through the use of force, with
no room for the dissemination of ideas contrary to the regimes in power.

That said, it is necessary to draw a parallel between the form that tensions
related to freedom of expression took, both during dictatorial periods and today, where
the dispute concerns hate speech formulated anonymously and on a large scale.

2.2 The Structuring of Freedom of Expression as a Reflection
of Anti-democratic Periods in Brazil

For much of modern history, freedom of expression was the privilege of a
few: men, the literate, white people, and property owners. The expansion of its
ownership accompanied the progressive democratisation of the public sphere. In the
19th century, the emergence of the popular press, labour movements, and suffrage
movements led to the reconfiguration of the communicative sphere, transforming the

right of expression into an instrument of political contestation.

In the 20th century, authoritarian experiences, both in European fascist
regimes and Latin American dictatorships, reignited the debate on the limits of
expression and the risk of its suppression by the state. In the case of Brazil, the period
of military dictatorship (1964—1985) revealed the vulnerability of public freedoms in
the face of censorship and political persecution. This period was marked by successive
violations of individual rights, with the disappearance of political opponents, the
systematic institutionalisation of torture and censorship of the expression of thoughts '’

One of the institutional milestones with the greatest impact on the
suppression of the right to freedom of expression during the Brazilian dictatorship was
the imposition of the decree known as Az Institucional n. 5 (Al 5) of 13 December
1968"" . This act, widely debated in Brazilian historiography, included measures such
as the suspension of political rights, the suspension of individual rights, and
censorship, especially of the press.

This act gave the military the prerogative to control which ideas could or
could not circulate in Brazil. Thus, the right to freedom of expression became a basis

10 Carlos Fico, Além do Golpe: Versdes e Controvérsias sobre 1964 ¢ a Ditadura Militar (Record 2004).
W _Ato Institucional n° 5 (Brasil, 13 December 1968).
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for political persecution of opponents of the regime. During this period, a number of
politicians, artists, and citizens opposed to the dictatorship were forced into exile
outside the country, given that this institutional act was often enforced through sudden

disappearances and torture'” .

This context, however costly it may have been to social and individual rights,
served as a driving force for movements fighting for the free expression of ideas. Part
of Brazil's artistic class, for example, led the front line in the fight for freedom of
expression in Brazil. It is worth mentioning names such as Chico Buarque, Caetano
Veloso, Gilberto Gil, Elis Regina and Milton Nascimento, whose works were marked
by censorship, but also by symbolic resistance to the military regime. The theatre of
Gianfrancesco Guarnieri and Oduvaldo Vianna Filho, the Cineza Novo film movement
and the productions of the Movimento Tropicalista expressed, in different ways, their non-
conformity with repression and their demand for a pluralistic public space.

The process of redemocratisation in Brazil, which culminated in the
promulgation of the Constituicao Federal de 1988, despite the nuances typical of a period
of transition — marked by concessions and military participation in the constitutional
process — brings with it a response to the period that preceded it. The participation of
various sectors of society in its drafting carries the most forceful reaction to the
authoritarian period: the consolidation of a pluralistic and democratic state, in which
the guarantee of free expression of thought was consolidated as a pillar of the (eternally
unfinished) project of a Democratic State of Law" .

In this sense, freedom of expression was guaranteed in the Constitution as an
unalterable clause, guaranteed by Article 5, especially in its sections IV (freedom of
expression of thought, with anonymity being prohibited) and IX (freedom of
intellectual, artistic, scientific and communication activity, regardless of censorship or
licensing)'!, making it one of the foundations of the new phase of the Brazilian
Republic”.

12 Historians Lilia Schwarcz and Heloifsa Statling define Al 5 as "a tool of intimidation through fear,
with no expiration date, to be used by the dictatorship against opposition and dissent." Brasil: Uma
Biografia (Companhia das Letras 2015) 455.

13 In this sense, the ideas of classical jurist Jirgen Habermas are very pertinent. In Law and Democracy:
Between Facticity and Validity (Tempo Brasileiro 1997), Habermas defines democracy as a permanent
discursive process, which would always be linked to the formation of public will.

14 Free translation of the original text of art 5 VI and IX of the Constitution of the Federative Republic
of Brazil: VI — “¢ livre a manifestacio de pensamento, sendo vedado o anonimato”; IX — “¢ livre a
expressio da atividade intelectual, artistica, cientifica e de comunica¢io, independentemente de censura
ou licenca”.

15 Constitnigdo da Repiiblica Federativa do Brasil/ de 1988, art 5° IV e IX.
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2.3 European Reconstruction and the Consolidation of
Freedom of Expression

On the other side of the Atlantic Ocean, Europe underwent experiences that,
despite their singularities, carried the same meaning: the strengthening of the
fundamental right to freedom of expression in response to censorship regimes. The
advance of European totalitarian regimes, especially Italian fascism, German Nazism,
and the Iberian dictatorships, turned control of expression into an instrument of
political domination. The press, in general, was co-opted as a means of state
propaganda, and public discourse became strictly filtered by structures of surveillance
and repression.

In the Italian case, the fascist regime established by Benito Mussolini (1922—
1943) instituted a broad structure of censorship and propaganda through the Ministero
della Cultura Popolare, the body responsible for authorising publications, controlling
radio stations and directing artistic production. The fall of fascism and the
constitutional process of 1946—-1948 marked the refounding of the Italian state on
democratic and pluralistic bases, also reflecting the previous dictatorial experience.

In this sense, Article 21 of the 1948 Coustituzione della Repubblica Italiana
enshrined one of the most emblematic texts on freedom of expression in the post-war

period:

“Tutti hanno diritto di manifestare liberamente il proprio
pensiero con la parola, lo scritto e ogni altro mezzo di diffusione. La
stampa non puo essere soggetta ad antorizzazioni o censure”"®

By prohibiting any form of prior censorship, this provision became a symbol
of the break with authoritarianism and a reference for other European constitutions.
In this sense, it is clear that freedom of expression was consolidated as a pillar of the
anti-dictatorial paradigm.

In Germany, in a similar vein, the constitutional reconstruction that took
place after the outcome of 1945 was a direct response to the Nazi legacy. During the
Third Reich (1933-1945), propaganda was elevated to the status of state policy. Under
the direction of Joseph Goebbels, the Reichsministerinm fiir 1 olksanfllirung und
Propaganda (Ministry of Public Enlightenment and Propaganda) concentrated total
control over the press, cinema, radio, and the arts, transforming them into instruments
of mass manipulation'” . Freedom of expression was replaced by a single discourse,
based on nationalist exaltation and the dehumanisation of minorities. The methodical

16 Costituzione della Repubblica Italiana (1948) art 21.
17 Tan Kershaw, Hitler: 1936—1945 — Nemesis (Companhia das Letras 2010).
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use of propaganda revealed the destructive potential of communication when
subordinated to ideology and the state monopoly on truth.

The democratic response to this past was expressed in the Bonn Basic Law
(Grundgesetz), promulgated in 1949, whose Article 5 established the guarantee of
freedom of expression, press and information, prohibiting censorship.” The text
incorporated the bitter lesson that the manipulation of words can be the first step
towards the collapse of democratic institutions. Thus, freedom of expression was
elevated to the status of an inviolable fundamental right, limited only when it conflicts
with human dignity, a principle that structured the new German state and was the
moral antithesis of the totalitarianism that preceded it.

The Iberian Peninsula, in the same vein, had its history marked by
authoritarian experiences that also left deep scars. In Portugal, the Salazar regime
(1933-1974) instituted strict control over the press and cultural activity. The 1976
Constituigao da Repriblica Portugnesa, the result of the Carnation Revolution, consolidated
in its Article 37 the right of all to free expression and dissemination of thought
n19

"without impediment or censorship
dictatorship (1939-1975), the 1978 Constitution enshrined freedom of expression,

. In Spain, after almost four decades of Franco's

creation and information in Article 20, recognising the right to communicate and
receive truthful information "by any means of dissemination" and prohibiting prior

censorship™ .

All these exemplary national experiences converged to create and strengthen
a supranational movement for the protection of human rights on the European
continent. In 1950, with the European Convention on Human Rights (ECHR),
fundamental rights gained another layer of protection, this time at the supranational
level. Freedom of expression, in turn, gained ground among the guiding principles of
the new social paradigm, especially in Article 10 of the Convention, which established:

“l. Everyone has the right to freedom of
expression. This right shall include freedom to hold
opinions and to receive and impart information and ideas
without interference by public authority and regardless of
frontiers. This article shall not prevent States from requiring
prior authorisation for radio, television or cinema

enterprises.

2. The exercise of these freedoms, since it carries

with it duties and responsibilities, may be subject to certain

18 Basic Law for the Federal Republic of Germany (1949), Article 5.
19 Constituicdo da Republica Portuguesa (1976).
20 Constitucion Espafiola (1978).
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formalities, conditions, restrictions or penalties as are
prescribed by law and are necessary in a democratic society,
for national security, territorial integrity or public safety, the
prevention of disorder or crime, the protection of health or
morals, the protection of the reputation or rights of others,
to prevent the disclosure of confidential information, or to
ensure the authority and impartiality of the judiciary.””'

The wording of Article 10 of the European Convention on Human Rights
highlights the dual dimension of freedom of expression in contemporary European
constitutionalism. On the one hand, it enshrines full freedom of opinion,
communication and information as an indispensable foundation of pluralistic
democracy, while on the other hand it recognises that this right entails duties and
responsibilities and may be subject to limitations when strictly necessary for the
preservation of values that are equally constitutive of democratic order, such as
national security, public morals or the protection of the dignity and honour of others.
This concept, reaffirmed by the case law of the European Court of Human Rights, has
consolidated a legal culture of deliberation and proportionality in the European Union,
in which freedom of expression is both guaranteed and calibrated in the light of the
fundamental rights of all citizens.

The Charter of Fundamental Rights of the European Union™ | in turn, represents
another important step in the maturation of post-war European constitutionalism.
More than affirming freedom of expression and information, the Charter establishes
an integrated system of communicative freedoms, in which thought, art, science,
association, and free enterprise are complementary dimensions of human dignity.
Freedom to express ideas finds resonance in the protection of artistic and scientific
creation, in the right of association, and in the guarantee of economic activity free from
ideological coercion. Taken together, these provisions outline a broad conception of
human communication that transcends the political sphere and encompasses cultural
and social production as the foundation of European democracy.

With the 2009 Treaty of Lisbor™ , the Charter became binding, linking Member
States and EU institutions, so that all European policy would now have the
interpretation of these values as its normative basis. It is, therefore, a milestone of
convergence between historical memory and contemporary normativity, in which
freedom of expression is reaffirmed not as an individual privilege, but as a structuring
principle of democratic coexistence in the European space.

2V Convention for the Protection of Human Rights and Fundamental Freedoms (European Convention on Human
Rights, opened for signature 4 November 1950, entered into force 3 September 1953) Art. 10.

22 Charter of Fundamental Rights of the Enropean Union [2012] O] C326/391.

23 Treaty of Lisbon Amending the Treaty on Enrgpean Union and the Treaty Establishing the Enropean Conmunity
[2007] OJ C306/1.
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It is clear how fundamental this principle has been to the structuring of the
democratic rule of law, especially after anti-democratic experiences. However, despite
its importance, the digital revolution currently underway across the globe, with the
exponential increase in the use of social networks and unrestrained access to
information, requires us to take a fresh look at freedom of expression, understanding
its nuances in the current context.

3 Freedom of Expression in the Digital Environment:
Nuances and New Challenges

3.1 The Impact of the Digital Revolution

The emergence of the internet at the end of the 20th century ushered in a
new communication paradigm, capable of breaking down traditional structures for the
circulation of ideas. For the first time in history, individuals were able to simultaneously
play the roles of senders and receivers of information, eliminating the institutional
filters that had conditioned access to public discourse for centuries. This
decentralisation was celebrated as a major step towards democratising access to
information, due to the reach and freedom with which individuals could express
themselves.

The advent of social media represented an unprecedented leap in the
organisation of human life, changing the way social relations, politics and even the
construction of individual identity are structured. American psychologist and
researcher Jonathan Haidt observes that, with the consolidation of social media, the
system of instant rewards and mass sharing has transformed the public space, where
the search for approval has come to override the search for truth® . Digital
architecture, geared towards user engagement and immersion in social networks, tends
to reward more reactive content (often of an aggressive, sensationalist or
discriminatory nature), which reinforces hostile behaviour and can ultimately reduce
the space for healthy dialogue and the exchange of ideas.

In this sense, digital platforms have come to occupy the place once reserved
for traditional media. What was once a neutral space for exchange has become a new
form of communicative power, sustained by recommendation algorithms and the
attention economy. The visibility of discourse is no longer solely the result of the social
relevance of the message, but now depends on opaque engagement criteria, determined
by commercial interests and automated personalisation mechanisms.

4 Jonathan Haidt, The Anxious Generation: How the Great Reshaping of Childbood Is Creating an Epidemic of
Mental liness (Companhia das Letras 2024).
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This new informational architecture introduced unprecedented forms of
exclusion and control. The same structure that allows the circulation of diverse voices
also enhances the dissemination of hate speech, misinformation, and coordinated
attacks. Digital rhetoric, characterised by speed, fragmentation and algorithmic
induction, reduces the complexity of public debate and facilitates the spread of content
that undermines human dignity, diversity and democratic integrity. The result is a
communicative environment in which freedom of expression is stretched between
plurality and symbolic violence, between the right to speak and the duty not to hurt.

In this regard, it is impossible not to mention the emblematic and illustrative
case of Cambridge Analytica, which demonstrated the political power of data and the
vulnerability of democracies to information manipulation® . The British company
used, without consent, the personal data of millions of Facebook users to target
segmented electoral advertising, interfering in democratic processes such as the US
elections and the Brexit referendum. The episode was fateful in highlighting that
freedom of expression in the digital environment can be distorted by invisible
structures of surveillance and behavioural profiling, in which discourse is
instrumentalised by algorithms and economic interests.

The digital revolution, therefore, has not only expanded the communicative
arena, but also reconfigured the very nature of freedom of expression. It is no longer
enough to protect it from state censorship; it must be understood within an ecosystem
mediated by economic and technological logics that condition access, visibility, and the
reach of ideas. In this context, the preservation of a democratic public sphere depends
on the construction of policies and regulatory frameworks that reconcile
communicative freedom with social responsibility, algorithmic transparency, and the

protection of human dignity.

3.2 The Tension Between Freedom and Responsibility in
Cyberspace

The consolidation of social networks as the main arena for public debate has
reconfigured the boundaries between freedom and responsibility. If, in its normative
ideal, the internet was born as a space for openness and democratisation of discourse,
contemporary reality shows that the absence of limits and ethical criteria does not
guarantee greater plurality but, on the contrary, has the potential to favour symbolic
exclusion and discursive violence. Freedom of expression, when isolated from its
relational dimension, tends to degenerate into an instrument of offence and
misinformation, weakening the very democratic environment it should sustain.

%5 Karim Amer and Jehane Noujaim (directors), The Great Hack (Netflix 2019).
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In the current digital context, the problem is not limited to state censorship,
but also includes diffuse and informal censorship exercised by private agents, such as
platforms, organised groups, and even automated flows of disinformation. Hate
speech, driven by algorithms that prioritise engagement and reactivity, reveals the

limits of freedom understood in its negative spectrum.

Unlike the totalitarian periods of the 20th century, when censorship was
imposed by the state against opponents and political minorities, the current debate on
freedom of expression and censorship takes on different contours. In the digital
context, the dispute is not between the state and the citizen, but between users,
platforms, and massive flows of information. The contemporary problem is no longer
silence imposed from the top down, but rather an excess of voices, misinformation,
and the distorted use of the right to expression as a shield for symbolic violence and
hate speech.

In this new scenario, the central issue is not the prohibition of speech, but
the need to understand its ethical and legal limits in the face of the power of big fech
companies, which today concentrate the infrastructure of global communication. The
tension between freedom and regulation therefore remains, but in an entirely new
form: it is less about restraining the state and more about ensuring that freedom does
not become an instrument of exclusion, manipulation and intolerance.

In this perspective, some reflections by the philosopher Karl Popper are
pertinent to this context. In his wotk The Open Society and Its Enemies’”® , Popper argues
for what would be conceived as the "paradox of tolerance," which establishes the
reasoning that unlimited tolerance would be capable of leading to the destruction of
tolerance itself. In other words — with due permission to interpret the author — this
idea corroborates the view that tolerance of the intolerant is, to some degree, also
intolerance. In the same vein, illustrating the context, American philosopher Angela
Davis, analysing the structural aspects of racism, states that "in a racist society, it is not
enough not to be racist. It is necessary to be anti-racist"” .

This paradox, in turn, is dramatically realised in cyberspace. In the name of
this almost unlimited idea of freedom of expression, intolerant and violent discourses
gain space and visibility, under the assumption that they consist of the pure and
genuine exercise of a fundamental right, thus eroding the mutual respect that makes
coexistence in an inclusive and democratic environment possible. The absence of
ethical and legal limits on the expression of thought does not strengthen the plurality
of the exchange of ideas, but rather disarms democratic values in the face of forces
that use communication to suppress rights and deny otherness.

26 Katl R Popper, A Sociedade Aberta ¢ Seus Inimigos, vol 1 (trad Milton Amado, Itatiaia 1974).
27 Angela Y Davis, Women, Race & Class (Vintage Books 1981).
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This tension requires a reinterpretation of the classic concept of freedom of
expression. As Robert Alexy observes, fundamental rights are not absolute, but rather
principles endowed with a dimension of weight, which are realised through weighing
them against other constitutional values®™ . In this sense, the current context of the
debate on freedom of expression, especially in the digital environment, must be guided
by a weighing of principles. In other words, despite the historical construction of
freedom of expression, it should not be accepted as an absolute principle. Its defence
is essential, but its transcendence in relation to other principles makes it, in itself, a
violation of rights. In the face of hate speech, for example, it is necessary to weigh
freedom of expression against human dignity, security and social integrity, preserving
the essential core of the right without turning it into an instrument of oppression.

The digital dynamic reinforces this need for balance. While private platforms
have become indispensable mediators of public debate, they operate under commercial
logic that often clashes with democratic values. The power to decide what remains or
is removed from networks, exercised by transnational companies without public
transparency, calls into question who actually regulates freedom in the digital
environment. The democratic response to this dilemma is neither intuitive nor
objective. However, it certainly lies neither in state censorship nor in absolute self-
regulation by the controllers of these networks.

One path, which is still under construction, would be models of co-
responsibility, capable of ensuring the free expression of ideas without legitimising
symbolic violence and hate speech. The contemporary task, therefore, consists of
reconstructing the meaning of freedom of expression in light of networked society,
recognising that, in cyberspace, the right to speak also implies the duty not to destroy
others. This understanding paves the way for regulation that is not confused with
repression, but which seeks to restore the minimum conditions of respect and
rationality in public debate.

3.3 Regulatory and Jurisprudential Frameworks in Brazil

In the Brazilian legal system, as already discussed, the principle of freedom
of expression is enshrined as a fundamental right and an unalterable clause, pursuant
to Article 5, items IV and IX, of the Federal Constitution of 1988. This provision,
established in response to the authoritarianism of the past, ensures both the free
expression of thought and the freedom of intellectual, artistic, scientific and
communication activities, regardless of censorship or licensing. The 1988 Constitution
gave freedom of expression an unquestionable central role in the construction of

28 Robert Alexy, Teoria dos Direitos Fundamentais (Virgilio Afonso da Silva tr, Malheiros 2008).
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democracy, transforming it into a pillar of protection for citizenship and political
plurality.

In this context of exponential growth of digital platforms and the consequent
increasing impact of the respective big tech companies on the control of information flow,
the regulatory framework in Brazil and around the world has been challenged to
respond to this reality. Thus, the Brazilian Civil Rights Framework for the Internet *
emerged as a pioneering attempt to balance freedom and responsibility in the digital
environment. Its Article 19 established the rule that application providers could only
be held civilly liable for damages resulting from content generated by third parties if
they failed to comply with a specific court order to remove it. In other words, any
request to remove content that was not judicial would not create an obligation for the
company. At the time, the provision was conceived as a safeguard against private
censorship and as an instrument to protect public debate.

However, the practical application of this rule revealed significant gaps in the
face of the spread of hate speech, mass disinformation, and coordinated attacks on the
democratic system — especially with regard to the legitimacy of the electoral system.
The growth of automated flows, inauthentic accounts, and digital manipulation
campaigns exposed the inadequacy of the accountability model conditioned exclusively
on judicial intervention. The absence of prevention mechanisms and the abusive use
of freedom of expression, both by organised groups and by individuals encouraged by
the typical distance of the digital world, have strained the effectiveness of Brazilian
norms and put the issue back on the Brazilian constitutional agenda. In a way, it was
as if the law was unable to permeate the virtual environment, which in a sense gave
platforms invaluable power.

In this scenario of increasing regulatory complexity, other normative
instruments began to form part of the system for protecting digital rights in Brazil,
demonstrating the reflection of this social tension in the need to update the legal
system in light of technological reality. Among them, the General Personal Data
Protection Law” stands out, which incorporated the principle of informational self-
determination into the national legal system, recognising control over one's own data
as an extension of individual freedom and human dignity. This law introduced
parameters of transparency, purpose, and proportionality in the processing of personal
data, imposing security and non-discrimination obligations on digital platforms.
Although its impact on freedom of expression is indirect, it can have significant effects,
such as protecting individuals from surveillance and information exploitation. The law
ensures the authentic exercise of thought and protection against invisible manipulation
produced by the massive use of data.

2 Marco Civil da Internet. 1ei n’ 12.965, de 23 de abril de 2014 (Brazil).
0 ] ei Geral de Protecio de Dados. 1ei n° 13.709/2018 (Brazil)
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At the same time, the legislative debate on disinformation and platform
responsibility culminated in Bill 2.630/2020”" , known as the "Fake News Bill". The
text proposes specific guidelines for tackling false content and hate speech, establishing
obligations of transparency, traceability, and accountability for platforms regarding
content moderation and the operation of automated accounts. Inspired by European
experiences, such as the Digital Services Act””, the Fake News Bill seeks to structure
a co-regulation model in which the state and private initiative share responsibilities for
preserving public debate. Still under discussion in the National Congress, the bill
represents an important step towards institutionalising mechanisms for democratic
control over the informational power of big tech companies, mitigating the risks of
private censorship and state omission.

More recently, the approval of Law No. 14,811/2024%, populatly known as
the “Digital Children and Adolescents Statute”
protection of children and adolescents in virtual environments. The law introduced the

, marked a decisive advance in the
principle of "security by design," mandatory age verification on platforms, restrictions
on targeted advertising, and accountability for providers who do not adopt effective
measures against content harmful to the psychological and moral development of
minors. This regulation recognises that freedom of expression, although fundamental,
must be exercised within limits that protect vulnerable groups and ensure the integral
development provided for in Article 227 of the Federal Constitution™ . Therefore, it
reaffirms that this principle must be balanced by the best interests of minors and the
need for a safe digital environment, in which technological innovation is subject to the
constitutional commitment to comprehensive protection and the prevention of
symbolic violence.

In this context, in June 2025, the Federal Supreme Court (STF”), when ruling
on Topics 987 and 533 of general repercussion (arising from Extraordinary Appeal
1.037.396 and Extraordinary Appeal 1.057.258, respectively), handed down an
important decision regarding liability in virtual environments. In it, it redefined the
parameters of liability for digital platforms by recognising the partial and progressive
unconstitutionality of Article 19 of the Brazilian Civil Rights Framework for the
Internet — which we mentioned at the beginning of this topic. The STF understood
that the general rule, which conditioned liability to a court order, does not provide
sufficient protection for highly relevant constitutional legal rights, such as human
dignity, fundamental rights, and the democratic order itself. Thus, the thesis was

7! Projeto de Lei n° 2.630/ 2020 (Brasil, Camara dos Deputados).

32 Regulation (EU) 2022/2065 of the European Patliament and of the Council of 19 October 2022 on
a Single Market for Digital Services (Digital Services Act) [2022] OJ L277/1.

3 Lei n° 14.811, de 12 de janeiro de 2024 (Brasil).

3% Constitution of the Federative Republic of Brazil of 1988, Article 5 1V and IX.

% The acronym “STFE” refers to the Supremo Tribunal Federal, Brazil’s Federal Supreme Court.

3% RE 1.037.396/SC (Theme 987, Rel Min Dias Toffoli, STF, Plenaty, j 28 June 2025) and RE
1.057.258/SP (Theme 533, Rel Min Alexandre de Moraes, STF, Plenaty, j 28 June 2025).
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established that, in the absence of action by the Legislative Branch on the issue, Article
19 should be interpreted in such a way as to allow civil liability of platforms in cases
of serious crimes or illegal acts, even without a prior court order, when systemic failure

or the absence of adequate prevention and removal measures is proven.

The STF established an exhaustive list of situations in which platforms have
a duty of immediate care, including anti-democratic acts, terrorism, incitement to self-
harm or suicide, racism, homophobia, misogyny, crimes against women and against
children and adolescents, among others. In such cases, the provider must respond if it
fails to take diligent and proportionate measures to prevent the spread of illegal
content. In addition, the Court established a presumption of liability in cases of paid
advertisements, boosts, and artificial distribution networks (such as bozs and chatbots),
recognising that, in these circumstances, the platform actively participates in the
dissemination of content.

This decision, an important milestone in case law on the subject, also
reinforced the duty of platforms to establish notification systems, transparency reports,
service channels, and internal review mechanisms to ensure publicity and due process
in moderation actions. In modulating the effects of the decision, the STF determined
its application only to future cases in order to preserve legal certainty. This is, therefore,
a transitional milestone, that is, the transition from a model of conditional
irresponsibility to a paradigm of democratic co-responsibility, in which freedom of
expression is preserved, but without legitimising omission in the face of practices that
undermine the integrity of the digital public space.

The consolidation of this understanding before the Supreme Court reflected
the debate about this balance between freedom of expression and other rights. In a
dissenting opinion, Justice André Mendonga, for example, voted in favour of the full
constitutionality of Article 19, arguing that platforms could only be held liable after a
court order, otherwise there would be room for censorship and illegitimate restriction
of the expression of ideas. In his view, freedom of expression should prevail as a
priority value, and any expansion of platform liability would constitute undue
interference in public discourse and freedom of expression. (REF) His position,
however, was overcome by the majority understanding that freedom of expression in
the digital environment cannot serve as a shield for the violation of other fundamental
rights.

Mendonga's dissenting vote, although legally relevant, represents a classic
interpretation of freedom of expression as a negative right, centred on state abstention.
The prevailing understanding, on the contrary, reflects the evolution of contemporary
constitutionalism, which recognises the state's duty to protect democratic discourse
against private forms of violence and manipulation. By affirming the partial
unconstitutionality of Article 19, the STF consolidated a new paradigm: that of
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responsible freedom of expression, compatible with human dignity, informational
truth, and the defence of democracy.

This shift in jurisprudence brings Brazil closer to European regulatory
experiences, especially the Digital Services Act (EU Regulation 2022/2065), which
establishes similar duties of care and transparency. Both models bear similarities that
lean in the same direction: the construction of a digital sphere in which freedom of
expression is not confused with freedom of destruction.

3.4 Regulatory and Jurisprudential Frameworks in the
European Union

The process of consolidating freedom of expression in the European Union,
as discussed in previous sections, is based on the European Convention on Human
Rights, the Charter of Fundamental Rights of the European Union, and the democratic
tradition consolidated in the post-war period. These widely recognised instruments
formed the basis of a legal culture that values freedom of communication in balance
with human dignity, security and protection against abuse.

With the advent of the digital revolution, however, these foundations have
been put to the test. The European Union has recognised that mere self-regulation of
platforms would be insufficient to preserve public debate and informational integrity.
In this context, EU Regulation No. 2022/2065 (Digital Setvices Act — DAS) and EU
Regulation No. 2022/1925 (Digital Markets Act — DMA)” were approved,
representing a new stage in European digital constitutionalism.

The Digital Services Act (DSA) establishes gradual duties of transparency,
accountability, and systemic risk mitigation for large digital platforms. It stipulates that
companies must maintain public reports on content moderation, in order to provide
for reporting and review mechanisms, and make data available to independent
researchers in order to promote informational integrity and reduce the impact of
disinformation and hate speech. This logic is based on the idea of co-regulation and,
therefore, does not replace the role of the State, but rather imposes on platforms the
obligation to incorporate democratic values into their own governance structures, as
explained by Luis Manuel Leitio, professor at the University of Lisbon.”

37 Regulation (EU) 2022/2065 of the European Parliament and of the Council of 19 October 2022
(Digital Setvices Act) [2022] OJ 1.277/1; Regulation (EU) 2022/1925 of the European Partliament and
of the Council of 14 September 2022 (Digital Markets Act) [2022] O] 1.265/1.

3 Lufs Manuel Teles de Menezes Leitdo, ‘O Digital Services Act e o Novo Regime da Prestagdo de
Servicos Digitais na Unido Europeia’ (2023) 15 RDA 1441, 1451.
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The professor also points out that the DSA inaugurates a model of "duty of
care" regulation — a new paradigm that replaces the passive neutrality of
intermediaries with the proactive responsibility to mitigate risks and adopt preventive
measures. This regime implies that platforms become jointly responsible for the
communicative environment they produce and must periodically assess their impact
on fundamental rights and democratic health.

The Digital Markets Act (DMA), in turn, complements the DSA by
addressing the concentration of economic and informational power of large
technology companies, known as gafekegpers. It aims to prevent monopolistic practices
and ensure fair competition, recognising that the domination of data and attention can
distort the free flow of ideas and compromise digital pluralism.

These instruments reflect the maturation of the European approach to
freedom and responsibility, conceiving freedom of expression as a relational right,
which requires correlative duties of diligence and prevention. European case law,
especially that of the European Court of Human Rights, reinforces this understanding
in its judgments. Cases such as Handyside v. United Kingdonr” and Delfi AS v. Estonia®
were of paramount importance in establishing the understanding that protected speech
is that which contributes to public debate, and not that which incites hatred or

violence.

More recently, decisions such as Sanchez v. France® have consolidated the
responsibility of public and private actors for hateful comments published on social
networks under their supervision. In this specific case, the Court understood that a
politician who maintains a Facebook page can be held responsible for not promptly
removing messages inciting racial violence, recognising the duty of reasonable vigilance

in digital spaces open to the public.

The Court of Justice of the European Union (CJEU), in the same vein, has
also been expanding the scope of this understanding. In the well-known case of
Glawischnig-Piesczek v. Facebook Ireland, the Court authorised national authorities to order
the global removal of identical or equivalent illegal content, setting a decisive precedent
on the territorial scope of digital regulation. The decision thus reaffirmed that the
protection of honour and dignity can justify proportionate and technically feasible
removal measures, provided that they do not constitute prior censorship, which
demonstrates precisely this attempt to balance the protection of human rights and the

danger of censorship measures*.

% Handyside v United Kingdom (1976) 1 EHRR 737.

40 Delfi AS v Estonia App no 64569/09 (ECtHR, 16 June 2015)

# Sanchez v France App no 45581/15 (ECtHR, Grand Chamber, 15 May 2023)

#2'The Court of Justice of the European Union, in its ratio decidends, ruled that Member States may order
the global removal of content identical or equivalent to that previously declared unlawful, provided that
the measure is technically feasible and proportionate, reinforcing that the protection of dignity and
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These precedents demonstrate the European trend towards building abstract
regulation of social networks based on co-responsibility and proportionality, in which
both the state and platforms must act to prevent the spread of hate speech and
disinformation.

The importance of the DSA and DMA transcends economic regulation,
representing an attempt by the European Union to project its "digital sovereignty" and
ensure the primacy of fundamental rights over global corporate interests. Thus, the
European digital space is now understood as an extension of the democratic public
sphere, subject to the protection of constitutional rights and principles.

4 Comparative Analysis Between Brazil and the European
Union

A comparative analysis between the Brazilian and European models reveals
two distinct normative trajectories, but which converge in the pursuit of the same ideal:
the construction of a digital public sphere compatible with democratic values. While
Brazil faces the challenge of consolidating recent and constantly evolving regulations,
marked by the constitutional reinterpretation of Article 19 of the Civil Rights
Framework for the Internet, the European Union presents a more mature model, with
a regulatory framework structured around the Digital Services Act (DSA) and the Digital
Markets Act (DMA). In both cases, freedom of expression is understood not as an
absolute value, but as a relational right, which must dialogue with human dignity,
informational integrity, and collective responsibility.

Freedom of expression, both in Brazil and in the European Union, finds its
limits in the protection of constitutional values such as human dignity and the
democratic- order. In the Brazilian context, the Federal Supreme Court, in
reinterpreting Article 19 of the Civil Rights Framework for the Internet, consolidated
the idea that omission in the face of illegal practices or hate speech does not translate
into neutrality, but rather negligence incompatible with constitutional duties of
protection.

Similarly, the European tradition of human rights adopts the principle of
proportionality as a parameter for harmonising freedom of expression with the
preservation of democracy. European case law reaffirms that freedom does not protect
expressions that undermine dignity or foment intolerance, understanding speech as a
right that is only realised in an environment of mutual respect.

honour may justify extended removal duties without constituting ptior censorship. Case C-18/18 Eva
Glawischnig-Piesczek v Facebook Ireland Limited EU:C:2019:821.
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In both systems, therefore, freedom of expression takes on a character that
goes beyond its classic conception as a fundamental right. In fact, it has a relational
character, in that it does not oppose regulation, but depends on it to sutrvive
legitimately. It is a right that is preserved in the balance between autonomy and
responsibility, between plurality and dignity, foundations that underpin the very idea
of a democratic public sphere.

The consolidation of a co-regulation paradigm thus represents a convergence
between the paths that Brazil and the European Union have taken to address the
balance between regulation and freedom of expression. In this way, both the state and
technology companies share duties of informational integrity, so that neither state
censorship nor algorithmic tyranny infringe on the fundamental rights of citizens.

However, although the two models are very similar, they still have specific
features that differentiate them. While the European model is administrative and
preventive in nature, the Brazilian model is still predominantly judicial and reactive,
still dependent in many respects on the intervention of the Judiciary. Nevertheless,
both are moving towards the same regulatory horizon, based on the construction of a
digital sphere that preserves plurality without succumbing to informational violence.
The STF, for example, in modulating the effects of its decision, made it clear that
freedom of expression cannot be used as a cloak for misinformation or hatred, but
neither can it be restricted by arbitrary criteria. Similarly, the DSA seeks to ensure that
the control exercised by platforms does not become private censorship, but rather a
duty of diligence compatible with the democratic rule of law, in light of the perspective
that this is an unfinished project, in constant movement and transformation.

The European Union adopts a more mature model, with specialised
administrative structures and ongoing regulatory standards. Brazil, although more
recent in this process, is advancing in the consolidation of constitutional principles that
can support its own model of democratic regulation. This difference in stages is not
only legal, but historical, as it reflects the very process of formation and consolidation
of the institutions of each bloc in dealing with the tension between the market,
technology and, above all, fundamental rights.

5 Final Considerations

Freedom of expression, since its origins, has been conceived as an instrument
of political emancipation and pluralism. However, in the digital age, this right is
challenged by forces that escape traditional forms of state control. With the rise of
social media and the proliferation of hate speech, this principle has gained prominence
in political and social debate, mainly due to evidence of its theoretical and practical
limits.
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The main objective of this work was to highlight that both Brazil and the
European Union are secking to reinterpret freedom of expression in light of these new
conditions, without renouncing the centrality of human dignity and democracy. In
view of this, the perspective that freedom of expression, despite being a principle
worthy of defence in a democratic context, finds its limit when it interferes with other
principles was highlighted.

Despite the theoretical formulations presented by the philosophers
mentioned in this study, the ecosystem and modus operandi with which false
information and hate speech have proliferated have demanded proactivity from the
State in regulating social relations at their most everyday level: on social media.

A comparison between the two systems shows that, despite differences in
context and institutional maturity, both converge on the same point: the reconstruction
of freedom of expression as a relational right, based on shared responsibility and
human dignity. It is a freedom that does not fear regulation, but rather demands it as

a condition for its own survival.

Ultimately, the contemporary challenge is to ensure that digital freedom does
not become a licence for violence, but rather a tool for strengthening citizenship and
pluralism. The perpetuation of 21st-century democracy will increasingly depend on the
ability of institutions to balance expression and protection, so that diversity is
preserved and respect is guaranteed.
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